J Commercial Communications on

New Interactive Services
EG%A( Guidelines

Introduction

The development of new media has led sales houses to expand their activities to include the
selling of advertising space on the new interactive services. The constant and barely
foreseeable evolution of technologies and the uses that will be made of these technologies
makes it hard to imagine what tomorrow will be like. What we perceive is the emergence of a
virtual world where the traditional notions of time and place linked to media consumption will
gradually disappear. In this virtual world, the type of media and the means of transporting
signals will become obsolete criteria when it comes to regulating the different forms of
advertising. This is why the EGTA members feel that it is necessary to establish a set of
principles without regard to technological considerations.

These new media and interactive services, together with the functions that they offer, must
be able to develop fully within a minimum framework of trust and stability, both in the
interests of users as well as the various players operating within this virtual universe. For
this, a coherent legal framework should be put in place at term for all media operating in the
field of the new interactive services. This should be done in order to avoid any form of
discrimination between media, as we now witness between traditional media.

As a first step, the EGTA members strive to establish a code of conduct relating to their
activities on the new interactive services as commercial operators (see definitions in chapter
1, p.3). Indeed, self-regulation will play an important role in meeting the challenges raised by
these new interactive services. Self-regulation is a flexible system that makes it possible to
ride the tide of multimedia while still efficiently and effectively protecting consumers.

Nevertheless, in order to deal with the complexity of the situation, and especially its
unpredictability, we need to adopt a dual approach in our thoughts on the issue:

e The first approach should focus on the main ethical principles that must govern all
commercial advertising, be it interactive or otherwise, regardless of future
technological developments.



e The second approach is anchored in the present situation and offers, given the
current state of possibilities, specific rules that the EGTA member sales houses
agree to comply with; they therefore support the country of origin principle, based
on minimum European standards’.

The EGTA member sales houses are aware of the temporary nature of a large part of this
code since it is linked to a specific situation. This code will have to be revised as regulatory,
societal and technological developments take place.

" The provisions of this code referring to EU legislation would of course apply only to EGTA members based in EU
countries
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|/ Field of application of the present code

This self-regulation code applies to the EGTA member sales houses within the framework of

their commercial operator activities on the new interactive services, as defined below:

Definitions

Within the framework of this virtual universe, the players who today are still defined by a
precise activity will progressively merge by the accumulation of various activities. At this
point, we shall witness the emergence of multiple service operators (MSO) that will
individually perform several functions. The distinction will therefore be made in terms of the
type of activity that each player (MSO) will carry out at a given moment in a specific situation.

It is therefore the definition of the type of activity carried out at a given moment that will
enable us to determine an MSO's liability(ies), on a case per case basis.

¢ 1. The operators:

% 1.1. Multiple service operator (MSO): Natural person or legal entity that carries out
various activities within the framework of the new media and services. This MSO may
therefore perform the following functions:

% 1.2. Commercial operator: Natural person or legal entity that acts as an intermediary
between advertisers and broadcasters in the selling of advertising space.?

% 1.3. Broadcaster: Natural person or legal entity that holds the interactive media.
% 1.4. Editor: Natural person or legal entity that is responsible for editorial content.

% 1.5. Advertiser/Marketer: Natural person or legal entity that promotes a brand or sells
goods or services, in exchange for payment or any other form of compensation.

¢ 2. Functions:

% 2.1. Interactive service®: Any content or service sent out by a transmitter which allows
the receiving party to send back a message containing an action (reply, order, etc.) and
which can take place beyond any limitation of time or space.

2 This term usually refers to traditional sales houses, but these sales houses may be called upon to become
MSOs. For this reason, this code will always make use of the term "commercial operators”, which refers to the
EGTA member sales houses when they perform the duties of a commercial operator.

3 Is excluded from this definition any activity already ruled by European and/or national laws.
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% 2.2. Interactive commercial communication: Interactive message intended to promote
a brand or sell goods or services, in exchange for payment or any other form of
compensation.

% 2.3. Commercial communication linked to an interactive service: A non-interactive

message placed on an interactive media or service intended to promote a brand or sell
goods or services, in exchange for payment or any other form of compensation.

% 2.4. For the other forms of commercial communication, such as spamming, the
commercial operators undertake to refer to existing rules and codes of conduct
elaborated by these sectors.

II/ General principles

The commercial operators undertake to respect the following principles:

¢ 1. Regarding identification

Cons:dermg the immaterial and borderless nature of interactive services, the prmcrple
of identifying players and advertising messages is a fundamental principle that must
‘ be preserved.

. 1.1. Identification of commercial communications

% 1.1.1. All commercial communications that are either interactive or linked to an
interactive service must be clearly identifiable.

Advertising must be clearly distinguished as such, regardless of the form or media used;
when a clear division is not possible, the user must be clearly informed of the commercial
aspect of a message or content.

) 1.2. Identification of advertisers

Whenever users follow up on a message that catches their attention, the originator of the

communication, whether a natural or legal person, should likewise be clearly identifiable and
provide users with an e-mail address that can be reached at all times.

This identification principle is a common responsibility that has to be shared by the different
players.
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% 1.2.1. The commercial operators undertake to determine the identity of the
' advertiser (natural or legal person) for whom they have sold commercial
communications that are either interactive or linked to an interactive service.

. 1.3. Financial transactions

From the moment when a commercial communication leads to a financial transaction, it is
considered to be electronic shopping.

% 1.3.1. The commercial operators that practise such activities will therefore refer to
 existing rules, like the FEDMA code. '

¢ 2. Regarding its nature

% 2.1. Commercial communications that are either interactive or linked to an
: interactive service must be legal, decent, honest and truthful.

¢ 3. Misleading and comparative advertising

& 3.1. The EGTA member commercial operators undertake to comply with the
relevant European® and/or national regulations, as well as to refer to the relevant
codes concerning misleading and comparative advertising on commercial
communications that are either interactive or linked to an interactive service.

o 3.2. Internet technology should not be used to mislead consumers about the nature of the
product or service being promoted or offered.

e 3.3. Evidence must be available to substantiate advertising claims.

¢ 4. Regarding values

Commercial communications that are either interactive or linked to an interactive service
must not:
- 4.1. Cause widespread public offence;

4.2. Infringe upon the respect for human dignity;

4.3. Include discrimination on the basis of race, sex or nationality;

4.4. Undermine religious or political convictions;

4 European directive 97/65/CE on misleading and comparative advertising, see appendix 3 pg. 13
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- 4.5. Encourage behaviour that may be detrimental to individual or general health or
safety;

- 4.6. Encourage behaviour that may be detrimental to environmental protection;

- 4.7. Undermine consumer protection and the protection of acts of purchase;

- 4.8. Violate privacy protection principles.

¢+ 5. Regarding the protection of minors

& The EGTA member commercial operators undertake to apply to commercial
communications that are either interactive or linked to an interactive service
the self-regulation rules established in the EGTA's position paper on
advertising to children, in all their aspects applicable to new media’.

l1l/ Principles regarding specific content

¢ 1. Alcoholic drinks

% The EGTA member commercial operators undertake to apply to commercial
communications that are either interactive or linked to an interactive service, the self-
regulation rules established in the EGTA's position paper on advertising for alcoholic
drinks.%, in all their aspects applicable to new media.

¢ 2. Tobacco

% The EGTA member commercial operators undertake to comply with the relevant
European and/or national regulations, as well as to refer to the relevant codes
concerning commercial advertising for tobacco that are either interactive or linked to
an interactive service.

+ 3. Pharmaceutical products

% The EGTA member commercial operators undertake to comply with the relevant
European’ and/or national regulations, as well as to refer to the relevant codes
concerning commercial advertising for pharmaceutical products that are either
interactive or linked to an interactive service.

5 Appendix 1 pg.9
6 Appendix 2 pg. 12
" Directive 92/28/EEC "Advertising of pharmaceutical products for human use."
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¢ 4. Dangerous weapons and guns

% The EGTA member commercial operators undertake to comply with the relevant
European and/or national regulations, as well as to refer to the relevant codes
concerning commercial advertising for dangerous weapons and guns that are either
interactive or linked to an interactive service.

I\VV/ Commercial operator liability

¢ 1. The commercial operator

% 1.1. The EGTA member commercial operators undertake to carry out reasonable
supervision of the content of commercial communications that are either interactive or
linked to an interactive service, in keeping with the self-regulation codes that they
apply as well as with the national system in effect in their country of origin.

& 1.2. The EGTA member commercial operators shall include a provision in their
general conditions of sale that asks advertisers to accept to refer to this code for any
transaction with EGTA members concerning commercial communications that are
either interactive or linked to an interactive service.

¢ 2. Consumer redress

& 2.1. In the event of a complaint, the EGTA member commercial operators must,
within the shortest possible timeframe, be able to name the natural or legal person
responsible for the content of the interactive commercial advertising or commercial
advertising linked to an interactive service referred to in the complaint.

% 2.2, It is crucial that a reliable and efficient system for the handling of complaints be
set up to deal with national and cross-border disputes that may arise from these new
activities. The EGTA members therefore undertake to participate, to the extent of their
responsibilities and in collaboration with the other sectors of the industry concerned,
in setting up such a system. They namely propose that the powers of existing self-
regulation bodies, and of the EASA cross-border complaint system®, in the field of
traditional advertising be extended to include the new activities on the interactive
services.

8 Appendix 4 pg.14
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% 2.3. In the event that a competent authority determines that a flagrant violation of the
applicable law or major ethical principles has been committed by an interactive
commercial communication or by a commercial communication linked to an
interactive service, or by an Internet site that such commercial communication has
hyperlinks to, it shall be the responsibility of the EGTA member commercial
operators, once they have been informed, to react as soon as possible and to take

whatever measures are needed to put an end to the commercial advertising at fault.

¢ 3. Data gathering and protection of privacy

% The EGTA member commercial operators reaffirm their commitment to self-regulation
and undertake to comply with the relevant European and/or national regulations, as
well as to refer to the relevant codes in effect, such as those established by the
FEDMA®.

¢ 4. Electronic shopping and spamming

% In the event that the EGTA member commercial operators develop activities in the
areas of electronic shopping and spamming, they undertake to comply with the
relevant European and/or national regulations, as well as to refer to the relevant
codes in effect, such as those established by the FEDMA.

Conclusion

v' Therefore, in a general sense, whenever the EGTA member commercial operators carry
out activities that go beyond those of a commercial operator, they shall naturally be
required to comply with the relevant European and/or national regulations, as well as to
refer to the relevant codes in effect.

v" EGTA members are aware of the necessity of a complaint handling system, and
undertake to collaborate with other sectors of the advertising industry for the purpose of
elaborating concrete proposals.

v' This code will be regularly revised by the EGTA members as regulatory, societal and
technological developments take place.

Text approved by EGTA Members during their AGM in Warsaw, 10 May 2001
A French non-official translation is available upon request at the EGTA Brussels Office

? Appendix 5 pg.16
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APPENDIX 1: PROTECTION OF MINORS

The majority of these provisions are applied on a voluntary basis by the commercial
operators concerned. A child is defined as being anyone under the age of 12.

MISLEADING ADVERTISING

Commercial communications aimed at children must not directly exhort minors to buy
a product or service by exploiting their inexperience and gullibility.

If there is any likelihood of commercial communications being confused [by children] with
editorial material, such commercial communications must be clearly identifiable according to
provision 1.1. of this code.

Commercial communications for toys, games and other products of interest to children must
not be misleading, taking into account children’s lack of judgement and experience.

No unreasonable expectation of performance of toys and games may be stimulated by, for
example, the excessive use of imaginary backgrounds or special effects.

The true size of the product must be easy to judge, preferably by showing it in relation to
some common object against which it can be compared.

A product which is part of a series should be clearly indicated as such, as should the method
of acquiring the rest of the series.
SUPERSTITION

Commercial communications should not play on superstition.

DIRECT APPEAL

Commercials for products intended for children must not include direct appeals to children

such as "buy", "you will get", or "you will experience", etc.

Commercial communications should not contain direct requests for purchase or consumption
addressed to children.

PARENTAL RESPECT

Commercial communications shall not exploit the special trust minors place in
parents, teachers or other persons.

Commercial communications shall not directly encourage minors to persuade their
parents or others to purchase the goods or services being advertised.

Commercial communications should not undermine parental authority, responsibility,
judgement or tastes, taking into account current social values.

Commercial communications and promotions aimed at children should not actively
encourage them to make a nuisance of themselves to parents or others.

APPEALS TO LOYALTY

No commercial communication may imply that unless children themselves buy or encourage
other people to buy a product or service they will be failing in some duty or lacking in loyalty.
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INFERIORITY
No commercial communication may lead children to believe that if they do not have or use
the product or service advertised they will be inferior in some way to other children or likely to
be looked down upon or ridiculed.
DIRECT RESPONSE
No commercial communication may invite children to purchase products by mail, telephone
or Internet.
SAFETY

Commercial communications must not encourage behaviour that is prejudicial to
health or safety.

Commercial communications must not unreasonably show minors in dangerous
situations.

Commercial communications must not present misconduct that endangers others as being
worthy of imitation or approval.

No commercial communication may encourage children to enter strange places or to
converse with strangers (for example, in an effort to collect coupons, wrappers, labels, etc.).

Toy guns

Advertising for toy guns or other toys that are likely to induce violent, racist or xenophobic
behaviour is forbidden.

Road safety

Children must not be shown stepping carelessly off the pavement or walking across the road
without due care.

When crossing busy streets, children must be shown using pedestrian crossings.
HEALTH AND HYGIENE: Commercial communications for pharmaceutical products,
etc.

Children must not be shown self-administering medicines, vitamins or other dietary
supplements.

Diet

Commercial communications for confectionery or snack foods must not suggest that such
products may be substituted for balanced meals.

ALCOHOL

Commercial communications for alcoholic beverages may not be specifically aimed at
minors or, in particular, links minors with consumption of these beverages.

Commercial communications must not suggest that the consumption of alcoholic beverages
is a sign of maturity, or that not drinking alcoholic beverages is a sign of immaturity.

Commercial communications for alcoholic beverages must not be linked to interactive
services specifically aimed at children.

Commercial communications may not picture youth idols, who themselves aim at a young
public, drinking alcohol or setting out to do so.
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MORAL ISSUES
Commercial communications shall not cause moral or physical detriment to minors.
Commercial communications must not portray children in a sexually provocative manner.

Commercial communications should not contain anything which might lead or lend support to
acts of violence.

Commercial communications must not, without justifiable reason, play on fear.

Commercial communications should not appear to condone actions that might contravene
generally accepted national standards of social behaviour.

Gambling
Commercial communications for casino games may not be specifically directed at minors.

No minor may be pictured in commercial communications for casino games.

OBSERVANCE OF LAWS AND REGULATIONS

Commercial communications should not appear to condone actions that might contravene
the law.

CHILDREN APPEARING IN COMMERCIAL COMMUNICATIONS

Children must not be used to give formalised personal testimony, nor may they make
significant comments in relation to any product or service on characteristics of which they
cannot be expected to have direct knowledge.

PRICE

When parts, accessories or batteries which a child might reasonably suppose to be part of a
normal purchase are available only at extra cost, this must be made clear.

COMPETITIONS AND PROMOTIONS

Commercial communications with references to competitions should not exaggerate the
value of prizes and the chances of winning.

Promotions should contain a prominent closing date and clearly explain the number and type
of any additional proofs of purchase needed to participate.
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APPENDIX 2: ALCOHOLIC DRINKS: SET OF COMMON RULES APPLIED BY
ALL EGTA MEMBERS

I. Minors: a commercial for an alcoholic beverage may not...

Specifically target minors;

Show people who are, or appear to be, minors and encourage the consumption of
alcoholic beverages;

Use symbols (music, characters, celebrities, language, etc.) likely to catch a child’'s
attention;

Make a connection between the consumption of alcohol and maturity, or non-
consumption and immaturity;

Exploit a child’s immaturity;

Exploit the gullibility of those who are mentally or socially vulnerable.

sEE & & FE

Ill. Health: a commercial for an alcoholic beverage may not...

& Establish a link between the consumption of alcoholic beverages and an improvement in
one’s state of health;

& Suggest that consumption of alcoholic beverages has therapeutic effects and is likely to
combat or prevent certain illnesses.

lll. Safety and sports: a commercial for an alcoholic beverage may not...

% Establish a link between drinking with driving (except in warning messages);
& Give the impression that physical performance in sports can be improved by drinking
alcohol.

IV. Society: a commercial for an alcoholic beverage may not...

& Create the impression that alcohol consumption contributes towards social or sexual
success;

& Suggest that the refusal to consume alcohol is a sign of weakness;

& Suggest that alcohol is a stimulant, a sedative or a means of resolving personal
problems.

V. Alcohol consumption: a commercial for an alcoholic beverage may not...

% Encourage immoderate consumption of alcohol or present abstinence or sobriety in a
negative light;
% Place emphasis on high alcoholic content as being a positive quality of the beverage.
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APPENDIX 3: DIRECTIVE 97/55/CE ON MISLEADING AND COMPARATIVE
ADVERTISING (Abstracts). Dated 6 October 1997.

Art. 2:

‘misleading advertising” means any advertising which in any way, including its presentation,
deceives or is likely to deceive the persons to whom it is addressed or whom it reaches and
which, by reason of its deceptive nature, is likely to affect their economic behaviour or which,
for those reasons, injures or is likely to injure a competitor.

Art. 2 bis:

"comparative advertising" means any advertising which explicitly or by implication identifies a
competitor or goods or services offered by a competitor

Art 3 bis:

1. As far as comparison is concerned, comparative advertising shall be permitted when the
following conditions are met:

a) ltis not misleading (...)

b) It compares goods or services meeting the same needs or intended for the same
purpose;

c) It objectively compares one or more essential, relevant, verifiable and representative
features of those goods and services, which may include price;

d) It does not create confusion on the market between the advertiser and a competitor or
between their respective trademarks, trade names, other distinguishing marks, goods or
services;

e) It does not discredit or denigrate a competitor's trademarks, trade names, other
distinguishing marks, goods or services, activities or circumstances;

f) For products with designation of origin, it relates in each case to products with the same
designation;

g) It does not take unfair advantage of the reputation of a competitor's trademark, trade
name, or other distinguish marks or of a competing product's designation of origin;

h) It does not present goods or services as imitations or replicas of goods or services
bearing a protected trademark or trade name.

2. Any comparison referring to a special offer must clearly and unequivocally indicate, the
date on which the offer ends or, where appropriate, that the special offer is valid for as
long as the supply of the goods and services lasts or, if the special offer has not yet
begun, the starting date for the period during which the special price or other specific
conditions shall apply.

The rest of the directive deals with control and sanctions procedures that Member states
have to put in place in order to protect consumers from misleading advertising or illegal
comparative advertising.
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APPENDIX 4: CROSS-BORDER SYSTEM FOR THE HANDLING OF

COMPLAINTS - EASA

A few elements of the EASA's position on self-requlation in the area of Internet
advertising.

The EASA's Internet working party recommends four main ways to determine which Self-
Regulatory Organisation has jurisdiction over a complaint:

a) Domestic sites

This is the case for Internet advertising that is clearly intended for the domestic market in
which the advertiser, rather than an international market. This would be the case, for
example, of a local company advertising in its national language, offering goods or services
on a local basis. In such cases, national codes and laws will apply for domestic sites even
when the sites can be accessed by overseas users.

b) Declaring country of origin

Advertisers who are not targeting a domestic market alone can declare their country of origin
to consumers, basing themselves on where their marketing decisions are made. Advertisers
are expected to abide by the relevant national codes and laws, and to comply with the rulings
of the national Self-Regulatory Organisation (SRO).

¢) Unidentified advertising

Where the country of origin is not identified, or unclear, complaints can be resolved by
identifying a competent national SRO and applying the appropriate sanctions. One or more
of the following identifying factors may be used to help identify where the advertiser resides
and therefore which national code should be applied:

- Where the URL (domain) is registered;
- Where the company's head office is based, or where marketing decisions are made;
- Language used in the advertisement;
- Currency or payment arrangements;
- Place where the product is made available;
- The media owner or publisher, if the advertising is hosted on another web site
(ex: search engine or service provider);
- Where the Internet Service Provider (ISP) is based.

Where no SRO is able to apply appropriate sanctions, the person filing the complaint may be
advised to contact his or her nationally based statutory body with the authority to handle
consumer protection matters.

d) Targeted markets

Advertisers who practise direct marketing by e-mail need comply with the national laws and
codes in their country of origin. However, applying self-regulatory codes in the country of
origin does not override applicable laws in targeted markets.

The system for the cross-border handling of complaints is shown in the diagram below.
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Federation of European Direct Marketing

APPENDIX 5:

FEDMA CODE ON E-COMMERCE &
INTERACTIVE MARKETING

Explanatory Memorandum

FEDMA represents the Direct Marketing sector at the European level. It has in
membership 12 national Direct Marketing Associations in the European Union, and
also those of Switzerland, Hungary, Poland and the Czech and Slovak Republics.
These associations in turn represent users, service providers and media/content
providers of direct marketing. FEDMA also has about 400 direct company members.

E-commerce and direct marketing are natural partners. As a communications
strategy, direct marketing naturally and logically seeks to maximise the potential of
the Internet and electronic commerce, as today's most rapidly expanding
communications and financial transaction media. In this context, the aim of this Code
of Conduct for Electronic Commerce is to contribute to the growth of an e-commerce
environment conductive to online direct marketing and at the same time protective of
consumer interests.

It is incumbent upon the business community itself to make the effort to create the
trust and confidence needed in electronic commerce, thereby helping to minimize the
need for excessive legal restrictions that could hamper future technical or business
processes. Self-regulation for e-commerce offers an effective and dynamic alternative
to detailed and static legislation.

The Code of Conduct constitutes a key element in FEDMA’s wider “Ring of
Confidence” initiative, the overall aim of which is to establish a comprehensive self-
regulatory system for electronic commerce. The Ring of Confidence includes a
Guarantee Seal, or trustmark to be granted to and displayed on the websites of
associations and companies adhering to this Code of Conduct; a related consumer
complaint resolution mechanism and links to online Alternative Dispute Resolution
(ADR) Systems.

The Ring of Confidence also envisages encouraging software solutions to help
protect consumers (e.g. privacy enhancing technologies), and authenticity
Iverification systems to ensure greater financial security and to verify e-commerce
partners.

This code was adopted unanimously by the FEDMA Board at its meeting on 5
September 2000.
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FEDMA CODE ON E-COMMERCE &
INTERACTIVE MARKETING

Introduction

Within the broader aim as outlined in the Explanatory Memorandum, the Code of Conduct
seeks to achieve a number of clear objectives:

e To allow online direct marketers, by adhering to such good practice, to gain the trust and
confidence of online consumers and thus increase business

e Torespond to the challenge laid down in the European Distance Selling and E-commerce
directives, that industries develop codes of conduct as enabling tools for legislation.™

e To promote and raise the profile of Direct Marketing as an industry sector seeking to
secure good business practices in electronic commerce

This Code applies only to online commercial relations between business and consumers.
This includes e-commerce and also covers Commercial Communications.

The code constitutes a standard of ethical business conduct to be followed by online
marketers

¢ Selling goods or services
» Providing commercial information as part of, or follow-up to a sale (applicable both to
product/service promotion through the web and/or through e-mail.)"’

The code’s recommendations are based on FEDMA'’s interpretation and analysis of

e Relevant international Codes of Practice and Guidelines
e Legislative requirements
e Best practice in the field at national and regional levels. 12

This code of conduct should be read in conjunction with other FEDMA Codes, in particular
the Draft FEDMA Code of Practice for the use of Personal Data in Direct Marketing.
Together with this document, FEDMA hopes to create a coherent reference tool for
effective self-regulation, to be used within the framework of applicable laws.

FEDMA in no way seeks to override or replace any mandatory provisions at national
and/or European levels.

'%In the directive on E-Commerce (2000/_/EC), article 16 states « Member States and the Commission shall
encourage the a) drawing up of codes of conduct at Community level, by trade, professional and consumer
associations and organisations, designed to contribute to the proper implementation of articles 5 to 15. »

" Hereafter referred to as « Marketers »

'2 See Annex Il : Legislative and Regulatory Basis of the Code
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The Code shall be applied in full, unless FEDMA expressly states otherwise in any
particular situation.

The Code contains provisions on the following:

Operational Transparency

Commercial Offers and Contractual Information

Commercial Communications

Transactional Security

Data Protection and Consumer Privacy

Protection of Children

Redress Mechanism

Monitoring and Enforcement

Applicable Law

Annex on: Definitions of Terms Used in the Code
Legislative and Regulatory basis of the Code
Applicable Law

e 6 o o o o o o o o

FEDMA hopes that the Code will gain acceptance by all companies engaged in online
direct marketing practices as the Industry standard.

FEDMA is committed to a regular review of the provisions of this code. It is envisaged that
the code will continue to evolve to reflect changes in the associated legislative and
regulatory environments, and the impact of pertinent technological research and advances
on the manner in which companies engage in online direct marketing practices.

The first review of the Code is due March 2001.
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FEDMA CODE ON E-COMMERCE &
INTERACTIVE MARKETING

1. OPERATIONAL TRANSPARENCY

Consumers can be confident that the
identity of the marketer as well as
information on how to access consumer
services will appear and be easily
accessible on the web-site.

1.1 All information provided by the marketer must be clear, legal, decent, honest and truthful
1.2 Marketers should provide the following permanent information on their websites:

e Correct legal name, and any other name(s) or number used to identify the
company/service in a trade register or otherwise.
e Correct contact details for the offline and online environments. These should include :

The permanent physical, postal address
A central company e-mail address
An e-mail contact to allow the customer to access the following :

» Any claim to an after-sales service
» Any request for suppression of data in marketing lists
» Any customer enquiries/any other customer service offered by the company
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2. COMMERCIAL OFFERS AND CONTRACTUAL
INFORMATION

2.1 Contents of an Offer

2.1.1  The terms of any offer should be clear, with the company and the consumer’s mutual
commitments in terms of both sale and supply unequivocally stated.

2.1.2 Prior to the conclusion of a contract, marketers should provide consumers with at
least the essential points of the offer in a saveable and/or printable medium, allowing
consumers to take due account of all factors likely to affect their decision and to affirm
their consent to purchase.

2.1.3 This essential information should include:

e the identity, permanent address and other relevant contact details of the company, in
such a way that the company is clearly identifiable;

e the main characteristics of the goods and services proposed, in qualitative and
quantitative terms;

e the financial terms : the price, which will be charged by the company to the consumer,

including, where possible, all taxes'®, and any additional costs;

the general terms of the offer and the restrictions, if any;

where applicable, the period for which the proposal is valid

the arrangements for delivery;

the existence of and conditions for exercising the right of withdrawal and for

reimbursement;

e the conditions for cancellation of the contract, where it is of unspecified duration or of a
duration exceeding one year;
a destination address and contact number for the handling of customer enquiries;

e information on guarantees and after-sales service;

2.1.4 Inthe case of contracts to be performed permanently or recurrently, the minimum
duration of the contract should also be given.

2.1.5 Where appropriate, a choice of payment method should be offered.

2.2 Conclusion of a Contract

2.21  The Marketer should clearly explain the steps to be followed by the consumer in order
for a contract to be concluded.

' FEDMA recognises that providing details of sales tax and any relevant customs dues
depends on the consistent treatment of on-line sales by the national tax/customs authorities.
Marketers should in any case warn customers of possible taxes; and, in the case of specific
certain types of product, the possibility of import restrictions.
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A contract is considered concluded when the marketer receives confirmation from the
consumer of his/her order. Marketers are encouraged to acknowledge receipt of this
confirmation.

The consumer should receive confirmation of his/her order in a saveable and/or
printable form, in good time during the performance of the contract, and, at the very
latest, at the moment of delivery. This confirmation should take the form of a clear
statement or summary of the order details, to include the following:

What exactly was ordered;

The date of the order;

The price agreed at the time of the contract conclusion, and any other charges;
The delivery details as agreed at the time of conclusion of the contract;

A contact within the marketer’s organisation;

An order reference;

2.3 Fulfilment of a contract

2.31

232

2.3.3

234

The marketer should make every effort to ensure that the contents of the contract are
followed through to the satisfaction of the consumer.

The delivery period is set by default within 30 days of the date from receipt of the
order, unless the marketer proposes an alternative time period with the agreement of
the consumer. The marketer should inform the consumer of any failure to dispatch
products ordered within the default or the specified delivery time stated in the
proposal. A new date and time of delivery should be specified.

During the delivery period, the consumer should be able to cancel his order and
obtain reimbursement, if payment has already taken place14. This is valid up to a
maximum of 30 days following receipt of the order. Such
cancellations/reimbursements do not apply to personalised goods, or perishable
goods in transit.

The consumer should be informed in good time during the performance of the
contract of any proposed alteration to the agreed contents, or of any intention to
deliver a substitute product. The consumer should in these cases be given the
opportunity to cancel and obtain reimbursement, if any financial payment has already
taken place.

2.4 Right of withdrawal

241

242

The consumer should enjoy a period of no less than seven working days within which
he/she is entitled to return g{;oods or to decline an ordered service without any reason
and incurring no penalty. °This includes the possibility to exchange a product, or
obtain reimbursement, if payment has already taken place.

Where the marketer has failed to comply with the contractual obligations as set out
above, this withdrawal period may be extended to three months. The seven-day
period will then begin the moment the obligations have been fulfilled.

“ FEDMA recommends that marketers do not debit credit cards, cash cheques or effect
money transfers until the order has been processed and the product is ready for shipping.

'® This seven day period begins on the day of receipt of the order by the consumer; or in the
case of a service on the day of the conclusion of the contract
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The marketer should point out clearly in the commercial proposal any possible
restriction to this right of withdrawal contained in European and/or national legal or
self-regulatory provisions. This should take into account the specific characteristics of
certain goods and /or services'®.

Where the right of withdrawal is exercised, the consumer is only financially liable for
the direct cost of returning goods.

Any request that products should be returned in their original packaging in order that
the consumer may benefit from his/her right of withdrawal from a contract, or from the
repair/replacement of defect goods under a guarantee, should be reasonabile. It is not
reasonable for consumers to keep the original product packaging for more than one
month.

3. COMMERCIAL COMMUNICATIONS

Consumers can be confident that
all on-line commercial
communication shall be clearly
identifiable as such

3.1 Every commercial communication should be clearly identifiable as such.” The originator

of the communication, whether a natural or legal person, should likewise be clearly
identifiable. This provision extends without exception to unsolicited commercial

communications via electronic mail.'®

3.2 All promotional offers and games shall be clearly identifiable as such. The qualifying

conditions attached should be unambiguous, accurate and unequivocal.

3.3 Internet technology should not be used to mislead consumers about the nature of the
product or service being promoted or offered. In addition, marketers should not
deceptively restrict a consumer’s freedom to exit sites, and should endeavour to ensure

that search terms fairly reflect the content of the site.

® The right to return does not apply to made-to-order goods, or products that must be

consumed quickly (e.g. some foodstuffs) or, copyrighted products that are sealed (e.g. CDs,
videos) where the seal is broken. See the Distance Selling Directive.

" The definition of Commercial Communications, as stated in the European Commission’s
Green Paper on Commercial Communications on the Internal Market [ (COM 96) 192 final,
8.05.96 ] can be summarised as all types of promotional communications for products or
services, covering advertising, direct marketing and sales promotion.

'® Further provisions on unsolicited commercial communication by e-mail are provided in
Section 7 of this Code “Data Protection and Consumer Privacy”
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3.4 Where price comparisons are made these should not be misleading. Any comparisons
referring to a special offer should indicate the date on which the offer starts or ends and
any other specific conditions that apply.

3.5 Evidence must be available to substantiate advertising claims.

4. TRANSACTIONAL SECURITY

Consumers can be confident that
marketers will provide secure and
uncomplicated methods of on-line
payment

4.1 Marketers should recognise that online consumers are investing trust and confidence in
their organisation and the products and/or services offered, and should in consequence
make every effort to ensure that the consumer is satisfied with the security of the
financial transaction process.

4.2 Marketers should provide consumers with secure and uncomplicated payment
mechanisms, making appropriate efforts to keep abreast of technological advance in this
field.

4.3 Marketers should ensure that appropriate and trustworthy security systems are
established within their companies to safeguard the security, integrity and confidentiality
of financial transactions and payments made by consumers. The consumer should be
made aware, prior to the conclusion of a contract, of the level of protection his financial
data is being afforded. Marketers should inform the consumer in general terms of any
technology being used to protect the transmission, processing and/or storage of their
financial data e.g. the use of data encryption technology for credit card transactions.
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5. DATA PROTECTION AND CONSUMER PRIVACY

5.1

5.2

Consumers can be confident that their
personal data and privacy will be
respected in the online environment.
Consumers shall be informed as to how
their personal data will be used and
informed of their rights thereon

This section should be read in close conjunction with the FEDMA Draft European Code
of practice on the use of Personal Data in Direct Marketing.19

Marketers must make clear to consumers their policy on the protection of personal data
and consumer privacy. Marketers should fulfil this commitment by posting and adhering
to an online privacy policy statement which details their obligations and the rights of the
data subject.

Any such statement should, as a minimum, cover the following:

5.3 Obligations of the company

To provide information, where this is not obvious from the context, on why the personal
data are being requested and collected, and to what purpose(s) they will be put. Only
such personal data as are reasonably necessary for the execution of the purpose(s)
specified should be solicited and collected.

To provide information on whether collected personal data may be disseminated, e.g. to
other marketers. For example, if the data are likely to be transferred to a third party,
information on the intended purpose(s) to which the data will be put.

To inform consumers, in non-technical terms about the use of any technology to
accumulate or track non-personally identifiable data provided e.g. the use of Cookie
Technology®. Information on the purpose of using such technologies and on the
implications of restricting the use of such technology is also encouraged.

19 Presently being negotiated with the “Article 29 Group” (national data commissioners and
the EU Commission).

% Cookies are information files that web browsers place on the user’'s computer when he/she
visits a website. Most browsers accept cookies automatically. Cookies collect details of the
computer, not data of the specific user.
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e To inform on procedures for access, updating, correcting or deleting personal data, and
provide a contact point where data subjects can raise concerns about their personal
data®'. This information should accompany requests for personal data.

e To inform on procedures for access to any preference service/opt-out register mechanism
that the marketer consults®>. Marketers should clearly indicate, e.g. by a reference, what
particular data processing the opt-out applies to. Marketers must regularly consult such
services or systems, and respect the wishes of natural persons registered therein. This is
especially applicable to marketers engaging in the transmission of unsolicited commercial
communications, via e-mail or otherwise.

e To provide on request measures taken by the company to ensure the security of personal
data collected and stored. In particular, information should be provided on how data is

protected against leakage, tampering and misuse and/or any activity that may cause an
alteration in its status, format and/or accessibility.

5.4 Rights of the data subject

e To have access to a privacy policy that sets out the obligations of the marketer’'s company
(as listed above). This should be available during any transaction engaged in with the
marketer.

e To object to the use of his/her personal data for future marketing purposes.

e To object to the transfer of his/her personal data to Third Parties.

e To participate in any preference service/opt-out register mechanism operated or
consulted by the marketer, and to refuse any further use of his/her data for commercial
purposes over and above those initially specified by the marketer.

e To have their data deleted in the case of a transaction abandoned prior to completion.

e To request access to modifications, corrections or deletion of his/her personal data file as

held by the company?.

e To expect that any personal data provided be processed and stored in a secure and
confidential manner.

1 Consumers are entitled to access and demand rectification of their personal data. The
Directive 95/46/EC of the European Parliament and the Council on the Protection of
Individuals accord this right with regard to the processing of personal data and on the free
movement within the EU of such data.

2 Thjs includes in-house suppression systems (“do not contact” lists).

% Consumers have the right, under Directive 95/46/EC on the protection of individuals with
regard to the processing of personal data and on the free movement of such data, to access,
verify and request modification/rectification of their stored personal data.
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6. PROTECTION OF CHILDREN

Consumers can be confident that marketers
will respect the sensibilities of children and
shall protect the privacy of children, for

example by demanding parental consent for
lanv nersonal data-collection

6.1 Marketers should encourage parents to involve themselves in their childrens’ on-line
activities, and where possible should provide parents with information on how
monitoring/supervising of these activities can be carried out.**

6.2 Marketers targeting children, or for whom children are likely to constitute a section of
their audience, should not exploit children’s credulity, loyalty, vulnerability or lack of
experience.

6.3 Any commercial communication aimed at children should be drafted in such a way as to
take into account the age, knowledge and the level of maturity of the intended audience.
No communication should contain any material likely to be harmful to them, physically,
mentally or morally.

6.4 Care should be taken that advertising material suitable only for adults should not be
communicated to children, and that adult products do not fall into the hands of children.

6.5 Care should be taken not to encourage children to enter sites suitable only for adults or
sites that could be reasonably judged to be inappropriate, nor to encourage them to copy
any practice that may be unsafe, nor to communicate with strangers

6.6 Marketers should encourage children to gain consent from their parents/guardians before
making any commitment to purchase goods or services.

6.7 Offers of credit should not be made to children.

2 This education process could take the form of providing information about current software
tools and technologies, e.g. in the field of privacy enhancement, which parents could explore
further in order to make the Internet safer for their children. Where relevant, marketers should
endeavour to monitor the extent to which children use their websites.
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6.8 Personally Identifiable Information on Children

6.8.1

6.8.2

6.8.3

6.8.4

6.8.5

6.8.6

Marketers should not use or disclose personally identifiable information about children
without the prior verifiable consent of a parent/guardian/teacher. A child should be
required to supply his/her age before any further personal information is requested by
a website.

Marketers should provide clear notices of their request for such personal data, with
easy-to-understand explanations of the purpose(s) for which the information is being
collected. Marketers should not solicit more personal data from the child than is
necessary for his/her participation in the website activities.

Awareness notices should be used to encourage children to obtain permission from
their parents/guardians before entering personal data. Such notices should be
displayed at the point where the information is requested, be clear, prominent and
easily understandable by young children.

Marketers should endeavour to inform parents/guardians if third parties might collect
personally identifiable information about their children via their website. Parents
should have the right to object to the disclosure of their child’s information to any such
identified third party.

Marketers should not make a child’s access to a website contingent on the collection
of detailed personal information. In, particular, special incentives such as prize offers
and games should not be used to entice children to divulge detailed personal
information.

Marketers should take necessary steps to ensure that children are protected from
unsolicited commercial e-mail communications, which do not relate to their interests.

7. CONSUMER REDRESS

7.1 Marketers should provide clear information on their compliant procedures, in particular
how to go about making a complaint and who to contact.

7.2 Complaints

7.21

7.2.2

Marketers should operate effective in-house complaint procedures. They should be
confidential, free to use, easy to access and to operate. Where possible, they should
seek to acknowledge complaints.

Every effort should be made to resolve complaints to the satisfaction of the consumer
within a specified time limit. This time period should not exceed 30 days of receipt of
the complaint.

% | the continued absence of an EU level consensus on the upper age limit for a “minor”,
marketers should respect applicable national regulations
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Marketers should inform the consumer in good time of any necessary extension to a
specified time period. They should also endeavour to record and monitor complaints.

In the event that a complaint cannot be satisfactorily resolved directly with the
marketer, the consumer should have redress to the national Direct Marketing
Association (DMA) or the relevant equivalent body at the national level.

Where the marketer adheres to a national code of practice in e-commerce, the
marketer should inform the consumer of, and abide by the complaints redress
procedure as provided for in that code. The FEDMA provisions on consumer redress
should be incorporated into any national procedures.

The marketer should inform the consumer of any Alternative Dispute Resolution
Systeng (ADRs) to which the consumer can refer a complaint for resolution if he/she
wishes™.

7.3 Transnational complaints

7.3.1

7.3.2

7.3.3

7.3.4

7.3.5

FEDMA recognises that increasing e-commerce means an increased probability of
cross-border or transnational complaints. * FEDMA defines such a complaint as one
raised against a marketer whose country of origin is other than the country of
residence of the consumer at the time the complaint is lodged.

In resolving such complaints, marketers should apply the same provisions as in the
case of national complaints. This refers in particular to the time period accorded to the
resolution of complaints, obligations to inform of any necessary delay, and of the
existence and right to use ADRs.

Given the « borderless » nature of e-commerce and the linguistic and cultural
differences existing between European countries, FEDMA recognises the difficulties
which marketers and consumers face in terms of the satisfactory resolution of
transnational complaints.

To help marketers overcome this obstacle to providing satisfactory online customer
service, FEDMA proposes to develop an online Consumer Complaints Resolution
Mechanism (CCRM), complete with a multilingual facility. This should be easily and
obviously accessible through a hyper-link on the marketer's homepage.

Marketers should use this mechanism when it becomes available.

% Without prejudice to the consumer’s right to seek redress through traditional methods of
litigation.

*In terms of advertising, « a Cross-Border Complaint is a complaint by a person or
organisation in one country about an advertisement carried in media circulating in that country
but published in another». European Advertising Standards Alliance « Advertising Self-
Regulation in Europe », 1997, P.35
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8. MONITORING AND ENFORCEMENT

Consumers can be confident that marketers
abiding by this Code will display a FEDMA
recognised Guarantee Seal warranting
acceptance of the provisions of this Code
and to its monitoring activities.

8.1 Companies and associations adhering to this Code of Conduct can be identified via the
prominent display on their websites of a Guarantee Seal recognised by FEDMA.*®
Clicking on a Guarantee Seal should provide immediate access to the provisions of this
Code.

8.2 Companies may wish to provide the user with warranties additional to those granted by
the provisions of this Code. In this case, companies should inform the user of their
particular policies by means of an on-line notice.

8.3 This code of conduct will be adhered to by:

e National Direct Marketing Associations (DMAs) and their respective members
e Direct FEDMA members.
e Any other accredited online direct marketer

8.4 Procedures for the monitoring and enforcement of the provisions of the Code at both
levels are detailed below. The procedures for the resolution of consumer complaints are
detailed in Section 7.

8.5 Monitoring and Enforcement at national DMA level

8.5.1 The national Direct Marketing Associations are responsible for the strict application of
the code provisions amongst members and/or incorporation into their national self-
regulatory initiatives if such exist.

o Where national self-regulatory initiatives do exist, sanctions applicable to a breach of the
national code of conduct should be extended to the provisions of the FEDMA Code.
Where there is no national self-regulatory system, DMAs should use an existing, or
establish a procedure to ensure compliance with the FEDMA Code provisions at the
national level.

8.5.2 Any contravention of the provisions of the FEDMA code, which cannot effectively be
dealt with at the national level, should be referred for consideration to the FEDMA
Monitoring Committee. Similarly, any decision taken at the national level to sanction a

% The FEDMA policy on Guarantee Seals is an integral element of the Ring of Confidence
Project. Its format will be decided upon during the execution of the project
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serious and/or consistent breach of the FEDMA provisions by removing a FEDMA
recognised guarantee seal from a member's website, should be referred to the
FEDMA Monitoring Committee for approval before execution.

8.5.3 A person should be nominated within each national DMA to assume responsibility for
liaison with FEDMA on matters pertaining to the application and enforcement of the
FEDMA Code provisions.

8.6 Monitoring by FEDMA members and other accredited marketers

8.6.1 Marketers adhering directly to this code of conduct must assume direct responsibility
for compliance at all times.

e Companies should have, or establish, an effective internal enforcement procedure, which
can cover the enforcement of the FEDMA provisions.

e A person should be nominated within the organisation to act as a liaison with the FEDMA
Monitoring Committee on matters pertaining to the application and the enforcement of the
FEDMA Code provisions.

e The FEDMA Monitoring Committee must be informed of any serious and/or consistent
breach of any of the Code provisions.

e Companies are subject to any decision taken by the FEDMA Monitoring Committee.

8.7 FEDMA Monitoring Committee

8.7.1 A Committee should be established within FEDMA to monitor the overall application
of the FEDMA Code. The Committee will report to the FEDMA Board.

e The Committee will be composed of an independent chairman, the contact persons from
the national DMAs as established in article 8.5.3; a contact nominee within FEDMA; and
three representatives from companies who are members of the FEDMA Board.

e The Committee should adopt its own internal rules of procedure.

8.7.2 The functions of the Committee are:

e To review regularly the code and consider on an annual basis if a revision of the Code is
necessary; the first review of the code should take place six months after the date of
adoption;

e to resolve any outstanding cross-border complaints in co-operation with IFDMA
(International Federation of Direct Marketing Associations) and EASA (European
Advertising Standards Alliance), as appropriate in accordance with the procedures of the
Consumer Complaints Resolution Mechanism (CCRM);

e to consider any contravention of the Code brought to its attention by a national DMA; a
direct member company nominated staff member, or an individual consumer. The
Committee, with due regard to the type of contravention, may decide to recommend to the
FEDMA Board sanctions or the expulsion of the member, according to its rules of
procedure.

8.8 FEDMA may consider the possibility of initiating action against a member or a non-
member in order to safeguard the ethics of the profession.

8.9 Non-compliance with the provisions of this Code may also result in specific legal actions
from the national supervisory authorities.
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9. APPLICABLE LAW

Consumers can be confident that
marketers will respect the marketing
regulations of the countries in which
they are established in the EU and the
EEA

9.1 Marketers should respect the law relating to marketing activities and self-regulation in
their country of establishment in the European Union and European Economic Area®
Marketing activities at EU level are all fully applicable to the on-line environment™®.

2% Hereafter the EU and the EEA.
30 Refer to the explanation of Applicable Law as detailed in Annex I
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Annex | : Definitions/Terms

For the purposes of this Code of Conduct, the following definitions apply:

Electronic Commerce (e-commerce)

Any partial or wholly electronically conducted transactions where online marketers provide
goods or services to any natural person (consumers) acting for purposes outside his/her
trade, business or profession.

Online Marketer
Any party offering to sell products and/or services, and/or engaging in advertising and
marketing electronically.

Self-Regulation
Norms (standards, rules of behaviour) developed, accepted and implemented by those

who are taking part in an activity, e.g. a sector of industry or commercial activity.

Distance Selling
Any commercial activity carried out through a means of communication at a distance, i.e.

where there is no physical presence of both parties concerned during the process of the sale .
In this Code, the means of communication is the Internet.

Commercial Offer
Concerns the presentation or solicitation of goods or services by a company to a consumer

Commercial Communications

All types of promotional communications for products and services, covering advertising,
direct marketing, sales promotion, sponsorship, direct selling or point of sale (in this case a
website).

Unsolicited Commercial Communications

Prospective commercial communications targeted at people with no previous commercial
relationship with the company (including to people who have expressed their desire not to
receive such commercial communications).

Preference Services/Opt-out Registers

Suppression files of consumers who have registered their wish not to receive
unsolicited direct marketing approaches, against which marketing lists and files are
matched.

Personal data
Any information relating to an identified or identifiable data subject.

Data subject
Any identified or identifiable natural person. An identifiable person is one who can be

identified, directly or indirectly, in particular by reference to an identifiable number or
to one or more factors specific to his physical, physiological, mental, economic,
cultural or social identity.

Third Party
Any natural or legal person other than the data subject or the data controller who is

authorised to process data provided by the data owner.
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Alternative Dispute Resolution Systems (ADRs)
Either official bodies set up by the authorities to provide a dispute resolution process; or
recognised mediation/conciliation systems provided by industry and /or independent bodies to

provide dispute resolution processes between consumers and businesses, or between
businesses.
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Annex Il : Applicable Law

This Code of Conduct has at its base three principles which FEDMA believes are key to the
development of e-commerce in Europe:

e Respect for the basic principle of free circulation of goods and services in e-commerce;

e Respect for the principle of country of origin and mutual recognition;

e Respect for the Consumer Protection provisions of existing EU legislation,®' notably the
Directive on Distance Selling, as fully applicable to e-commerce activities.

Companies adhering to the FEDMA Code of Conduct should respect the law relating to
marketing activities and self-regulation in their country of estabhshment in the European
Union, the European Economic Area, and the EU Accession countries®

This principle is in accordance with the provisions of Article 3 of the E-Commerce
Directive, which clearly states that:

e Each Member State shall ensure that the information society services provided by a
service provider established on its territory comply with the national provisions applicable
in the Member State in question which fall within the co-ordinated field

In the case of contractual obligations with consumers, which are excluded from the
provisions of this Directive, consumers shall be informed of the law deemed applicable
to the contract, as decided upon by the parties concerned.

In the event that disputes arise between the online marketer and the consumer, FEDMA
encourages ® the development of Alternative Dispute Resolution Mechanisms (ADRs), in line
with the E-Commerce Directive.

FEDMA is confident that its efforts to create online Trust and Confidence through the Ring of
Confidence concept for E- Commerce will help to reduce the volume of disputes between
online marketers and consumers®, and that questions of applicable law regarding online
disputes on consumer contracts will be reduced significantly as consumer satisfaction is
obtained from the complaints resolution service offered as part of the Ring of Confidence.

3 Among others, Directive 97/55/EC concerning misleading and comparative advertising;
Directive 85/374/EEC on liability for defective products; Directive 92/59/EEC on general
product safety; Directive 98/6/EC on consumer protection in the indication of prices of
products offered to consumers; Directive 98/27/EC on injunctions for the protection of
consumers interests and Directive 1999/44/EEC on certain aspects of the sale of consumer
9oods and associated guarantees

[Marketers not established in the EU or in the EEA, and who wish to adhere to this code of
conduct, should keep in mind that the choice of law made by the parties to a contractual
agreement should not have the result of depriving the consumer of the protection afforded to
h|m by the mandatory rules of the country in which he/she has habitual residence.]

% Directive 2000/31/EC, Article 17.2 “Member States shall encourage bodies responsible for
the out-of-court settlement of, in particular, consumer disputes to operate in a way which
Erowdes adequate procedural guarantees for the parties concerned.”

By adhering to this Code of Conduct, companies are engaging in a high standard of online
business practice. The Ring of Confidence includes the development of a Multilingual
Consumer Complaints Resolution Mechanism (CCRM), the effective use of which will prevent
problems reaching the stage where they can be called disputes.
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Annex lll : Leqgislative and Requlatory Basis of the Code

This Code of Practice has been drafted in accordance with, and with reference to the
principles of the following EU legislation

Directive 2000/31/EC of the European Parliament and of the Council of 8" June 2000 on
certain legal aspects of Information Society Services, in particular electronic commerce, in
the Internal Market (E-Commerce Directive) OJ L 178, 08/05/2000

Directive 97/7/EC of the European Parliament and the Council of 20" May 1997 on the
Protection of Consumers in respect of Distance Contracts (Distance-Selling Directive) OJ
L 144, 04/06/97.

Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on
the protection of individuals with regard to the processing of personal data and on the free
movement of such data, OJ L 281, 23/11/95.

Directive 97/66/EC of the European Parliament and of the Council of 15 December 1997
concerning the processing of personal data and the protection of privacy in the
telecommunications sector, OJ L 24, 30/01/98.

Directive 97/55/EC of the European Parliament and of the Council of 6 October 1997
amending Directive 84/450/EEC concerning misleading advertising so as to include
comparative advertising OJ L 290 of 23/10/97.

The provisions of the Code have been developed with reference to the following self-
regulatory instruments, at global, European and national level:

ICC International Codes of Marketing and Advertising Practice

OECD Draft Recommendations of the Council Concerning Guidelines for Consumer
Protection in the context of Electronic Commerce

European Convention on Crossborder Mail Order and Distance Selling (EMOTA
Convention)

Federal Trade Commission (FTC) : Children’s Online Privacy Protection Act (COPPA)
1998

Eurocommerce European Code of Conduct for On-line Commercial Relations

Better Business Bureau BBBOnLine Code of Online Business Practices

ECOM (Electronic Commerce Promotion Council of Japan) : ECOM Guidelines for Online
Business

EASA (European Advertising Standards Alliance)

European national Self-Regulatory Schemes :

TrustUK (UK)

L@belsite (FR)

Guarantia (ES)

E-Com Trust (CH)

The Electronic Commerce Platform Nederland (ECP.NL) Code of Conduct for Electronic
Commerce

The Rules for Fair Play (FI)
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