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Monetizing any form of content has always included the implicit understanding that 
there is an exchange necessary between viewer and provider to subsidize the 
myriad of costs involved in making and presenting that content. Audiences may 
not realize it, but there is an admission price to gain access to the content they 
want, whether it’s a one-off direct payment, a subscription, or a requirement to view 
sponsor messages advertising products or services.

For digital publishers and broadcasters who choose advertising as their preferred 
exchange, there is a fierce adversary that threatens to severely disrupt the entire 
ad ecosystem: ad blockers, which are estimated to drain nearly $22 billion in 
global ad revenues in 2015—rising to over $41 billion next year. However, solutions 
are growing to circumvent these blockers, and unlock ad inventory and revenues.

As a content format, video is especially expensive to produce; as an ad format, 
it commands some of the highest CPMs due to its ability to be highly engaging and 
convey rich messages. Ad blocking therefore impacts the video business 
with particular severity and unique implications for digital video content providers.

This white paper will explore the rise of video ad blocking around the world, 
what’s being done to beat the blockers, and offer some key recommendations 
to digital content providers going forward.

Overcoming the Ad Blockers

http://www.pcmag.com/article2/0,2817,2489382,00.asp
http://www.mediapost.com/publications/article/222378/cpms-highest-among-tv-broadcast-nets-online-video.html
http://digiday.com/publishers/wtf-ad-blocking/
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A BRIEF HISTORY AND OVERVIEW

While display ad blocking started much earlier, the roots 
of video ad blocking can be traced back to the early 
part of this decade, particularly among online gaming 
communities, and primarily in Europe. There, young 
tech-savvy gamers intent on longer, immersive content 
experiences drove the development of software to block 
desktop browser ads from disrupting them. At the same 
time, with the advent of ad-skipping on DVRs like Tivo, 
many consumers were introduced to a virtually ad-free 
viewing experience. This was augmented by the rise of 
binge-watching on SVOD services like Netflix that don’t 
show advertising.

In the early ad blocking period, digital publishers and 
broadcasters began to rely on indirect, passive methods 
to halt the problem. Eager to grow audiences, they were 
afraid of alienating viewers by using forceful measures. 
Instead, they focused on detecting and monitoring ad 
blocking behavior to better understand the problem. 
Some created consumer messages to educate their 
audiences on the content value exchange and to 
request that they cooperate by not using ad blockers. 
Google, realizing the damage ad blocking could do to 
its profits, created a Contributor program, proposing 
ad-free navigation in exchange for a fee ranging from 
$1 to $3 a month. More often, these efforts just served to 
highlight the issue; viewers saw that ad blockers were 
working and told others—which drove higher ad blocker 
adoption rates.

As the problem expanded, some content providers 
started to take a more direct, aggressive stance 
by blocking content, slowing video streams or 
decreasing stream quality to viewers who used ad 
blockers. This alienated audiences, who often moved 
to competitive content sites. In a highly controversial 
practice, some ad blocker companies have more 
recently offered to whitelist ads in exchange for a direct 
publisher fee. Ultimately, neither the direct or 
indirect methods have served to substantially free blocked 
ad inventory for content providers on their terms.

Today, with the potential revenue impact on the rapidly 
growing digital video ad market and the continued rise of 
ad blocking rates in various countries (currently ranging 
from 15% to over 30%), the industry has now shifted its 
focus towards ad tech solutions to thwart ad blockers. 
These anti-ad blockers quietly and efficiently unlock 
ad inventory to increase revenues, while creating the 
least disruptive consumer viewing experience. Ad block 
user forums suggest that in some cases an interesting 
byproduct of anti-ad blocker use has been to direct user 
frustration towards the ad blockers themselves—not the 
content providers.

Although still more common in Europe (the highest ad 
blocking rates are seen in Germany, where a top ad 
blocker company started and where digital privacy is 
a key concern), the ad blocking problem has rapidly 
expanded around the world. A recent report noted that 
while ad block usage grew 35% in Europe in the past 
year (to 77 million monthly active users), during the same 
period it increased 48% in the U.S. (to 45 million monthly 
active users), and 41% globally (to 198 million monthly 
active users). In the U.S., the 2016 Presidential election 
could accelerate further growth among users trying to 
avoid a barrage of political ads.

Consumers polled across various countries have cited 
the top reasons they use ad blockers include too many 
ads (repetitive or re-targeting), intrusive and irrelevant 
ads, slow browsing speed, and privacy concerns. 
Sometimes, an ad blocker may be part of an anti-virus 
offering and the user may not even be aware of it.

The 18–34 year-old male Millennials are still driving ad 
blocking behavior; recent studies indicate that nearly 
2 out of 3 Millennials block ads. Gaming and tech 
industry verticals are currently affected the most, in line 
with these demographics and the history of the issue. 
However, ad blocking is likely to continue growing across 
other verticals and mainstream demographics as time 
goes on and Millennials age, and as the issue expands 
from desktop to mobile environments. Reports suggest 
that those more likely to refrain from using ad blockers 
include heavy mobile users focused on ecommerce and 
product research, who may want a strong ad experience 
around these activities.

CASE STUDY

A top broadcaster was challenged to grow premium 
video ad inventory in the face of increasing ad blocking 
use and lost revenues. With the implementation of 
Ooyala’s anti-ad blocking solution, this company unlocked 
over 25% additional inventory in the first month of use.

http://digiday.com/publishers/ad-blocking-every-publishers-problem-now/
http://www.ooyala.com/videomind/archive/skip-or-not-skip-dvr-ads
http://adexchanger.com/data-driven-thinking/with-ad-blocking-growing-what-rights-do-publishers-and-advertisers-have/
http://www.mondaynote.com/2014/12/08/the-rise-of-adblock-reveals-a-serious-problem-in-the-advertising-ecosystem/
http://digiday.com/publishers/publishers-tackle-ad-blockers/
http://www.businessinsider.com/google-microsoft-amazon-taboola-pay-adblock-plus-to-stop-blocking-their-ads-2015-2
http://digiday.com/publishers/global-rise-ad-blocking-4-charts/
http://digiday.com/publishers/ad-tech-always-wins-ad-blocking-users-new-hot-ad-targeting-segment/
http://www.mondaynote.com/2015/09/14/adblockers-hit-another-market-video/
http://downloads.pagefair.com/reports/2015_report-the_cost_of_ad_blocking.pdf
http://www.mediapost.com/publications/article/259864/why-ad-blockers-could-win-the-2016-election.html?utm_source=newsletter&utm_medium=email&utm_content=headline&utm_campaign=86770
http://performancein.com/news/2015/07/01/ad-blocking-uk-its-millennial-thing/
http://www.thesempost.com/new-video-lab-tackles-ad-blocking/
http://www.iab.net/media/file/IAB_Ad_Blocking_Study_2014-09.pdf
http://www.emarketer.com/Article/Nearly-Two-Three-Millennials-Block-Ads/1013007
http://www.forbes.com/sites/kashmirhill/2013/08/21/use-of-ad-blocking-is-on-the-rise/
http://researchindustryvoices.com/2015/07/30/ad-blocking-less-likely-among-mobiles-power-users/
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HOW AD BLOCKERS WORK

Typically, an ad blocker plug-in sits in a web browser and 
monitors outgoing ad requests. It filters and blocks ads 
before a request is made to an ad server; video content 
starts without ads being played so a user skips right 
to the content experience. Both video and display ads 
can be blocked in this manner. A provider can not see 
blocked inventory (blockers conceal this inventory) so 
they are not able to accurately plan, forecast and earn 
revenue. Blockers can also often block the links that 
track ads, which are how providers get paid.

Free or low-cost ad blockers have grown alongside 
browsers with extensions to support them. Google’s ad 
business ironically has ad blocker-built extensions for 
Chrome to contend with, as a key driver of ad blocking 
growth. Because this is a community effort (not just one 
ad blocking company), ad blockers can often quickly be 
updated to evade solutions that try to stop them, so it 
remains a constant challenge for providers to handle the 
problem on their own.

While historically ad blocking has been an issue within 
desktop environments, as more video content and users 
move to mobile devices these will be a key focus going 
forward for ad blocking and solutions. Mobile users are 
particularly keen on reducing the impact of ads on data 
usage and load times. Although less than 2% of ad 
blocking is on mobile now, the numbers on ad blocking 
within mobile are certain to rise dramatically in the 
coming years and are already substantial in areas like 
India and China. 

Change is apparent within the iOS 9 ad blockers for 
mobile web browsers, while native mobile apps (which 
far surpass browsers for mobile ad spend) are not as 
affected— which could possibly be an Apple strategy to 
drive native app usage. However, some early apps for 
ad blocking that were offered via the Apple App Store 
were proxied through servers that carried consumer data 
as well, which sparked privacy concerns and spurred the 
company to remove them.

Social media has been more immune to ad blocking as 
well, as their in-app ads are not yet affected. Data caps 
could also become effective ad blockers, but could again 
alienate viewers who may balk at having to pay for more 
additional usage while also getting data-intensive ads.

ANTI-AD BLOCKERS TO THE RESCUE

Although a number of strategies exist to try to combat 
video ad blockers, none has proven as effective as the 
advances in ad technology, which have brought anti-ad 
blockers to the market. There are currently two main 
options for anti-ad blockers—server-side ad stitching 
(SSAS) and client-side video player plug-ins. In the SSAS 
model, ads are stitched into the video stream so ad 
blockers would have to block content as well as ads. 
However, sophisticated ad blockers can detect and spoof 
the ad segments to block them. Also, ad formats like 
VPAID and non-linear ads like overlays are not able to be 
supported by SSAS, and must be delivered separately.

With these challenges, companies are moving toward 
video player plug-in models. Here, anti-ad blocking 
technology is quickly deployed via a plug-in to a 
video player. The plug-in circumvents the ad blockers 
immediately to allow the request to the ad server, 
thereby unblocking the ad inventory and delivering the 
advertising content. These plug-ins have little risk, as some 
can be implemented at low to no cost, but work best 
in owned and operated environments (vs. syndication) 
where providers have the most control over their traffic. 
They have also been primarily Flash-based, but HTML5 
versions are on the horizon as the industry continues to 
move to this protocol.

“It is easy for consumers to forget that 
ad dollars support much of the premium 
video programming they’re watching. 
From innovation to production to 
delivery. The proliferation of ad blockers 
is jeopardizing billions in ad revenue 
this year, wreaking havoc on the content 
monetization ecosystem. The opportunity 
for an anti-ad blocking solution to remove 
publisher monetization obstacles while 
unlocking receptive, targeted audiences 
to advertisers already overwhelmed by 
gaps in viewability, transparency and 
forecasting, all without diminishing user 
viewing experiences, has never been more 
significant — or more crucial.”

REBECCA PAOLETTI
CEO AND CO-FOUNDER, CAKEWORKS

http://blog.hubspot.com/marketing/how-ad-blocking-works
http://downloads.pagefair.com/reports/2015_report-the_cost_of_ad_blocking.pdf
http://www.nytimes.com/2015/10/01/technology/personaltech/ad-blockers-mobile-iphone-browsers.html
http://www.minonline.com/eyeonadv/min/Ad-Blocking-is-Eating-Up-More-than-$20-Billion-in-Global-Revenues_25702.html#.VjJF9kJ2T8k
http://www.emarketer.com/Article/Internet-Users-US-Block-Ads-Less-than-Western-Europe/1013041
http://www.nytimes.com/2015/09/19/technology/apple-ios-9s-enabling-of-ad-blocking-prompts-backlash.html
http://www.theguardian.com/technology/2015/sep/17/adblockers-ios-9-app-charts-peace
http://www.emarketer.com/Article/Mobile-Will-Account-72-of-US-Digital-Ad-Spend-by-2019/1012258
http://www.engadget.com/2015/10/09/apple-pulls-ad-blocking-ads-that-can-compromise-security/
http://www.dentonrc.com/business-tech/denton-business-headlines/20151017-publishers-battle-ad-blocking-software.ece
http://www.nytimes.com/interactive/2015/10/01/business/cost-of-mobile-ads.html?_r=0
http://blog.streamingmedia.com/2015/09/server-side-ad-stitching.html
http://www.adweek.com/blognetwork/ooyala-launches-anti-ad-blocking-plugin/5352


             www.  ooyala.com    sales@ooyala.com

Ooyala helps deliver content that connects. A US-based subsidiary of Telstra, Ooyala’s comprehensive suite of offerings includes one of the world’s largest premium video 
platforms and a leading ad serving solution. Built with superior analytics capabilities and a strong commitment to customers success, Ooyala’s industry-leading end-to-end 
solutions help large-scale broadcasters, operators, media companies, enterprises and brands build more engaged and more profitable audiences. Some of the most successful 
and innovative media companies in the world — ESPN, Univision, Sky Sports, Foxtel, NBCUniversal, RTL Germany, and Singapore’s Mediacorp — rely on Ooyala.
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RECOMMENDATIONS

Overall, content providers should consider these 
strategies to address ad blocking issues, weighing both 
user experience and revenue impact:

• Employ an anti-ad blocking solution: This 
standalone method is the most simple, cost-efficient 
and effective option overall to gain and see the 
inventory you are supposed to have and to maintain 
a constant defense against ad blockers.

• Include a mix of monetization methods for your 
content: Explore subscriptions and transactions, in 
addition to advertising. Along with their ad-based 
offering, Hulu now offers the option for an ad-free 
subscription experience at a higher monthly cost, 
giving consumers more choice over their content 
admission fee.

• Accept ads that are more personalized to your 
audiences: Targeted ads are more welcome 
to viewers and less likely to induce methods of 
avoidance; recent reports note that they increase 
brand favorability and intent to purchase.

• Look at alternate creative and video ad formats 
that are less intrusive and quicker to load: This 
can help decrease consumer complaints about the 
impact of ads on their viewing experience.

• Consider implementing native ads: Ad blockers 
work on native ads delivered through an ad server 
(currently, but that is also changing); however, they 
do not yet work on native ads that are delivered as 
content.

• Move towards using native mobile apps vs. mobile 
web browsers: Ad blockers are (currently) not as 
effective in a native app environment.

• Increase transparency around consumer data 
collection and privacy: This can help reduce consumer 
concerns around protection of their information.

CONCLUSION

While ad blocking continues to grow around the world 
and across platforms, digital content providers have a 
number of options for combatting the issue and securing 
their revenue streams, while satisfying their audiences 
and maintaining the value exchange for content.

Recover lost revenue opportunities today by deploying Ooyala’s Anti-Ad Blocker.
Contact sales@ooyala.com for more information.

http://www.buzzfeed.com/alexkantrowitz/the-technology-solution-to-ad-blocking-nobodys-talking-about#.smWv5Rwg5X
http://www.ooyala.com/videomind/blog/hulu-rolls-out-really-ad-free-svod-service
http://www.emarketer.com/Article/Personalized-Ads-Lift-Brand-Favorability-Purchase-Intent/1012366
http://adexchanger.com/data-driven-thinking/ad-blocking-will-keep-growing-until-we-make-ads-better-2/
http://adage.com/article/media/publishers-weigh-ways-fight-ad-blocking/299116/
http://blog.goodbarber.com/Ad-blocking-going-mobile-and-how-native-apps-can-benefit-from-it_a672.html
http://www.mediapost.com/publications/article/255847/web-users-embracing-ad-blockers.html
http://www.mediapost.com/publications/article/255847/web-users-embracing-ad-blockers.html
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